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Talos job is protecting your network
Talos is the threat intelligence group at Cisco. We are here to fight the good fight —

we work to keep our customers, and users at large, safe from malicious actors.
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625B
web requests

per day

200+
vulnerabilities

discovered per year

1.4M+
new malware

samples per day

World-class breadth and depth of Cisco Talos

30B
endpoint 

events per day 

840K
networks
protected

87M
endpoints
protected

67M
mailboxes 
protected



A new level of visibility with SecureX dashboard

Understand what matters in one view across your security 
infrastructure

• Applications (left)
View, launch or trial the integrated 

products

• Tiles (middle)
Presents metrics and operational 

measures from the integrated 

products

• News (right)
Product updates, industry news, 

and blog posts
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SecureX threat response

Investigate with intelligence, context and response

Observables: 1 ) File hash, 2) IP address, 3) Domain, 4) URL, 5) Email addresses, etc. 

Are these observables 
suspicious or malicious?

What can I do about
it right now?

Endpoint security 

Malware intelligence 

Internet intelligence

Intelligence Local security context

VirusTotal and 

other 3rd parties

Block destinations

Response actions

Block files

Isolate hosts

Have we seen these observables? Where?

Which endpoints connected to the domain/URL?

Endpoint security

Email security

Analytics

Cloud security

Network firewall

Web security
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Or eliminate the clicks, by automating this workflow

Malicious URL

Malicious

Domain

Target

Network

Suspicious URL
Target

Endpoint

Email 

Address

Malicious 

Domain
Message

Target 

Endpoint

IP

Target

Email

SHA-256

SHA-256 Target

Email

Message

IP

Block files

Isolate hosts

Block destinations

Cisco interfaces

Security blogs

3rd-party interfaces

See and stop attacks in minutes with a few clicks

85% reduction 
in time to respond 
and remediate to 
an attack

Extract 
observables from 
browser content 
with 1 click

Visualize

the impact of

threats in your 

environment

Query intel

and context

from your

integrated

security

SecOps with SecureX threat response
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SecureX threat response

Use cases

• File-less malware 

• Phishing attacks

• Cryptomining

• Server-based attacks

• Ransomware

• Corporate espionage

• IoT attacks

• Data breaches

Incident ResponseThreat Hunting

Protect your 
organization against
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SecureX
API
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• Build on top of OpenAPI, which is an open-source suite of API developer 
tools, enabling development across the entire API lifecycle, from 
design and documentation, to test and deployment.

• Uses OAuth 2.0 to do authentication.

• The authentication flow is as follows:

1. Use your ClientID and Password to obtain a token.

2. Use the token to access the APIs for all other functions.

3. When the token expires, request a new token with your API ClientID and API 
Secret.

4. Use the new token to continue using the APIs for all other functions, until it expires.

5. Repeat steps 3-4 as needed.

SecureX API’s
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• SecureX API, broken out by a logical separation of functions:

• Inspect – pull observables out of formatted or unformatted text.

• Enrich – search for additional information about those observables. Also 
contains Refer endpoint for pivoting into other products.

• Response – take actions on observables (for example, add to blocklist).

• Settings – configure Threat Response.

• OAuth – use credentials and get access tokens.

• Global intel – read global threat intelligence (CTIA).

• Private intel – read and write user-provided threat intelligence (CTIA).

• Used by the Incident Manager and Casebook.

• This API could be used to add 3rd Party data in Threat Response.

• More endpoints!

SecureX API’s
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Create an API 
Client 

Use the smallest scope 
needed!

Make sure you rotate API 
keys according to defined 
Security Policy and audit 
methods!
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Test out the API’s 
using the 
Swagger 
Framework.

In this case: the 
Inspect API…
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See the results!

What is this API 
used for in the 
GUI?
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See the results!

What is this API 
used for in the GUI?
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The 
SxTR
SDK



For more photography click here
developer.cisco.com/security

https://bx.cisco.com/cbx-portal/cbxshow.action


cs.co/devsec-community




