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Talos continues to support Ukraine. Read our newest research here and see all our other resources here.

Query by IP, domain, or network owner for real-time threat data. O




Talos job is protecting your network

Talos is the threat intelligence group at Cisco. We are here to fight the good fight —
we work to keep our customers, and users at large, safe from malicious actors.
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World-class breadth and depth of Cisco Talos
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A new level of visibility with SecureX dashboard
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Understand what matters in one view across your security
Infrastructure



Investigate with intelligence, context and response
SecureX threat response

Intelligence Local security context Response actions
Endpoint_secu_rity % Endpoint security Q Cloud security Block destinations
Malware intelligence

Internet intelligence Block files

\/4 Email security Network firewall
_ ’ Isolate hosts
" VirusTotal and e,
‘HH’ other 3 parties [ analytics @ Web security

A

Are these observables Have we seen these observables? Where? What can | do about
- - _ . . S 5
suspicious or malicious? Which endpoints connected to the domain/URL? it right now’

Observables: 1) File hash, 2) IP address, 3) Domain, 4) URL, 5) Email addresses, etc. ]
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See and stop attacks in minutes with a few clicks
SecOps with SecureX threat response
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browser content
with 1 click
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Or eliminate the clicks, by automating this workflow
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Use cases

SecureX threat response
Threat Hunting Incident Response

=
el Threat Response  Investigate Snapshots  Incidents [ZZ) Intelligence  Modules 7 ) ($%) Ben Greenbaum - US Admin v

& Title Status  Confidence Description Source Medified » Actions

Intrusion event 1:100000... New Medium MALWARE CNC SIGNAL ... ngfw_ips_event_service Dec 18, 2019

] Security Intelligence eve... New High Security Intelligence eve... ngfw_event_service Dec 17, 2019

Security Intelligence eve... New High Security Intelligence eve... ngfw_event_service Dec 17,2019

k7 = Data Exfiltration New Low Tracks inside and outsid... Cisco Stealthwatch Enterprise Dec 18, 2019 E

+ Ransomware * Phishing attacks
Protect your - Server-based attacks - Corporate espionage
organization against * File-less malware - loT attacks

. + Data breaches

D Cryptomining
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el SecureX
Help
Release Notes
What's New
Getting Started
Ribbon
Ribbon Extension
Casebook App
Incidents App
Orbital App
Dashboard
Integration Modules
Orchestration
Administration
Roles
Pivot Menu
SecureX APIs
System Status and Upda...
Glossary
Resources
Terms and Privacy
User Feedback

Contact Support

Dashboard Integration Modules Orchestration Administration

SecureX API Integration

Cisco SecureX is built upon a collection of APIs which can be used to integrate your Cisco and third-party security products, automate the incident
response process, and manage threat intelligence and security context data in a single location. With SecureX, you can:
1 an IP address, or file hash.
Load threat intelligence into your te Int
Manage your and snapshots
Automate actions

Provide a link for users to click and Investigate an alert or observable

For more information using the APIs, se e (

API Clients

Note: The API Client feature is subject to change while in beta.
Users can generate API Client credentials, which can be used to access the SecureX APls programmatically.
Creating an API Client

1. In SecureX, click the Administration tab and choose API Clients in the navigation pane.

2. On the API Clients page, click Generate API Client to open the Add New Client form.

Add New Client

OAuth Cod



SecureX API’s

- Build on top of OpenAPI, which is an open-source suite of API developer
tools, enabling development across the entire API lifecycle, from
design and documentation, to test and deployment.

- Uses OAuth 2.0 to do authentication.

- The authentication flow is as follows:
1. Use your ClientlD and Password to obtain a token.
2. Use the token to access the APIs for all other functions.

3. When the token expires, request a new token with your API ClientIlD and API
Secret.

4. Use the new token to continue using the APIs for all other functions, until it expires.
5. Repeat steps 3-4 as needed.



SecureX API’s

- SecureX API, broken out by a logical separation of functions:
- Inspect — pull observables out of formatted or unformatted text.

- Enrich — search for additional information about those observables. Also
contains Refer endpoint for pivoting into other products.

- Response — take actions on observables (for example, add to blocklist).
- Settings — configure Threat Response.
- OAuth — use credentials and get access tokens.
- Global intel — read global threat intelligence (CTIA).
- Private intel — read and write user-provided threat intelligence (CTIA).
- Used by the Incident Manager and Casebook.
» This API could be used to add 3 Party data in Threat Response.
.. More endpoints!




Add New Client

Client Name™

MY API CLIENT

Scopes*- Select None

Casebook Access and modify your casebooks.

Enrich Query your configured modules for threat intelligence -
Read Only

Inspect Extract Observables and data from text - Read Only
Global Intelligence  Access AMP Global Intelligence - Read Only
Private Intelligence  Access AMP Private Intelligence

Response List and execute response actions using configured
modules.

Description

THIS IS HOW YOU CREATE AN API CLIENT
Add New Client Close

DEVNET

express




Inspect Inspect related routes h'
INSPECT v

[[E53] /iroh/iroh-inspect/inspect fetum extracted observables from some raw text (i

[ required scopes: inspect :read
—

Name Description

StrContent * ©aved

Edit Value Modal
(body)

{
‘fontent”: "internetbadguys.com 1.2.3.4 foo bar hlaps bloops https://moreinternetbadguys.com”
¥

Parameter content type
Iupplicallonlilcm ~ I

Execute

Response content type | applicationfjson ~ I

DEVNET

express




Responses Response content type

Request URL

nternetbadguys.com”,
"domain”

"moreinternetbadguys.com",
"domain”

"value®: "https://moreinternetbadguys.com”,
"type": "url"

-control-allow-methods: DELETE, GET, OPTIONS, POST, PUT
access-control-allow-ori https://visibility.amp.cisco.com
access-control-expose-headers: X-Iroh-version,X-Iroh-Config,X-Ctim-Version,X-RateLimit-ORG-Limit,X-Content-Type-Options,Retry-After,X-Total-Hits,X-
Sort,Etag, X-Frame-Options, X-Content-Type-Options,Content-Security-Policy
content-encoding: gzip

content-length: 104

content-type: application/json;charset=utf-g8

date: Mon, 11 Nov 2019 11:20:15 GMT

status: 200

strict-transport-security: max-age=31536000; includeSubDomains

vary: Accept-Encoding, User-Agent

x-content-type-options: nosniff

x-ctim-version: 1.0.12

x-iroh-config: 960872ab24£23d6a9a£6bd1770cacBc8dd78addd

x-iroh-version: 249caa?5b0c3527bagd94ee85bd1988be7828e8e




Responses Response content type | application/json v

Curl

Investigation | Upload Snapshot

Investigate What can | search for?
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Introducing Cisco Secure Cloud
Insights

Launch Learn More
Cisco Secure Cloud Insights helps
determine an organization’s security

7 Cybersec InfoHub X
X Learn More J
. Umbrella & posture, including Cloud Security

Launch Learn More Posture (Management), and reduces
exposure by reporting compliance...

VirusTotal s Cisco Security
Learn More

Building a Scalable Security
Architecture on AWS with Cisco...

urlscan.io Cisco launched AWS Gateway Load
Learn More Balancer support on the Cisco
Secure Firewall, enabling simplified
insertion of Cisco Secure Firewall in
~ Cisco Integrations AWS....

Cisco Defense Orchestrator US-CERT

Xele] Learn More | Free Trial

CISA Adds Thirteen Known

Exploited Vulnerabilities to Catalog

Cisco Threat Intelligence API CISA has added thirteen new
AR " _ vulnerabilities to its Known Exploited
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threatresponse 0.10.0

pip install threatresponse [k

Threat Response APl Module

Navigation Project description

= Project description . . .
build passing | pypi ¥0.10.0 | python 2.6 | 2.7 | 3.5 | 3.6 | 3.7 | 3.8

D Release history

Threat Response APl Module

X Download files
Python API Module for Threat Response APls.
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Support Events New Announcement Q SIGN UP FREE LOG IN

vl DEYNET Discover Technologies Community

cisco

Sample code Webinars Community

Security Dev Center

M Join the security developer community

L ]
The DevNet developer security community has been redesigned and reorganized around developers writing integrations &nd
automations including SecureX Orchestration -

Join the Community }

BLOG G BLOG
Get Ready To Try the Umbrella Cloud Qutsourcing Security Operations with Get to Know Cisco SecureX
Security Sandbox Cisco Secure Endpoint

4

I’m looking for information abo

Getting started

Enrich and remediate your

o~ Threat Hunting with Cisco @
9 Security APIs \ security events [ 1 | ‘ automation
( Chat with Us!
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https://bx.cisco.com/cbx-portal/cbxshow.action
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= FIND A COMMUNITY cllsclo Cisco Community @ engish  Register Login

¢ Options

This category v

= ‘. ¥ @ =

Technology & Support For Partners Customer Connection Webex Events Members & Recognition

Cisco Community Technology and Support / For Developers Developer Security

“Forums": {
"Application Security": {
"Technologies": ["Secure Workload (Tetration)", "AppDynamics"]},
"Cloud Edge": {
"Technologies": ["Cisco Umbrella"]},

"Network Security": {

"Technologies": ["Threat Defense (FTD)", "Threat Defense Manager (FMC)", "CDO", "ASA", "ISE", “Secure Network Analytics (Stealth

"SecureX": {
"Technnologies": ["SecureX Threat Response", "SecureX Orchestration"]},
"User and Endpoint Protection": {

"Technologies": ["Cisco Secure Access by Duo", "Secure Endpoint (AMP)"1},
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